Creating a New CDX account with Login.gov (rev. 7/22/24)

If users run into any issues that are not shown in this guidance, please contact the NPDES E-reporting
Help Desk at 1-877-227-8965 or NPDESeReporting@epa.gov Monday through Friday 8 am-8 pm EST.
Login.gov help can also be reached at (844) 875-6446 and https://login.qgov/contact/

EPA’s guidance on Login.gov and CDX can be accessed at:
https://usepa.servicenowservices.com/oeca _icis/en/cdx-log-in-transition-to-login-gov-step-by-step-
quides?id=kb article&sys id=3351c9921bee825479ab0f67624bcbcf

1. Go to https://cdx.epa.gov
2. Click Register with CDX
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CDX: Central Data Exchange = Contact Us

Log in to CDX
User ID

Next |

Forgot your User [D?
Warning Notice and Privacy Policy

Register with cox |

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new

3. Read and Agree to the Terms and Conditions and click Proceed
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The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a
1D and password that I must maintain and keep confidential. I will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully
understand and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Governmen
purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to crimii
civil, administrative, or other lawful action;

3, the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stol

I am the original registrant and owner of the User ID requested

WARNING: It is a federal crime to submit identifying information for anyone other than yourself, or to use or shi
information with or without another user’s consent. Accordingly, by checking the box, above, you attest that yo
the named account holder and sole registrant to whom account information belongs.

e

4. Begin typing a program service name into the Active Program Services List box (e.g - type NeT
into the Active Program Services List box)


https://login.gov/contact/
https://usepa.servicenowservices.com/oeca_icis/en/cdx-log-in-transition-to-login-gov-step-by-step-guides?id=kb_article&sys_id=3351c9921bee825479ab0f67624bcbcf
https://usepa.servicenowservices.com/oeca_icis/en/cdx-log-in-transition-to-login-gov-step-by-step-guides?id=kb_article&sys_id=3351c9921bee825479ab0f67624bcbcf
https://cdx.epa.gov/

Click on the desired box to see all related program service options (e.g. — NeT: NPDES
eReporting Tool, NetDMR: Network Discharge Monitoring Report)

Begin typing a program service name or related keywords to filter the list o
Clean Air Act).

Active Program Services List

NeT|

IEPB: Exchange Network Grant Semi-Annual Reporting Forms
NeT: NPDES eReporting Tool (11)

NetDMR: Network Discharge Monitoring Report (38)

Active Program Services List

|Net
iBoard: EPA Internet On Boarding Application
IEPB: Exchange Network Grant Semi-Annual Reporting Forms
NeT: NPDES eReporting Tool (10)

NetDMR: Network Discharge Monitoring Report (57)

Select the appropriate tool from available program services



Active Program Services List

|Enter search criteria

NETAQUA: NeT - Aquaculture General Permit

NETBIO: NeT - Biosolids Annual Program Report

NETCGP: NeT - NPDES Stormwater Construction General Permit

NETEPAGEG: NeT - EPA Offshore 0il and Gas Extraction - Eastern Outer Continental Shelf NPDES Permit
NETEPAGMG: NeT - EPA Offshore Qil and Gas Extraction - Western Outer Continental Shelf NPDES Permit

NETMS4: NeT - NPDES Municipal Separate Storm Sewer System

| NETMSGP: NeT - Multi-Sector General Permit for Stormwater Discharges Associated with Industrial Activity

NETPGP: NeT - NPDES Pesticide General Permit
NETPPR: NeT - Pretreatment Program Report
NETRDHT: NeT - Groundwater Remediation, Dewatering, and Hydrostatic Testing General Permit

NETSEWEROVERFLOW: NeT - Sewer Overflow and Bypass Reporting

NDMR-R8: EPA Region 08

NDMR-R9: EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN

NDMR-RI: NetDMR: Rhode Island Department of Environmental Mgmt
NDMR-SD: NetDMR: South Dakota DENR

NDMR-TN: NetDMR: Tennessee Division of Water Resources
NDMR-TOK: NetDMR: Training Instance - OK

NDMR-TX: NetDMR: Texas TCEQ

NDMR-USVI: NetDMR: USVI DPNR-DEP

NDMR-UT: NetDMR: Utah DWQ

Active Program Services List

Enter search criteria

NETAQUA: NeT - Aquaculture General Permit

NETBIO: NeT - Biosolids Annual Program Report

NETCGP: NeT - NPDES Stormwater Construction General Permit

NETEPAGEG: NeT - EPA Offshore Oil and Gas Extraction - Eastern Outer Continental Shelf NPDES Permit
NETEPAGMG: NeT - EPA Offshore 0il and Gas Extraction - Western Outer Continental Shelf NPDES Permit
NETMS4: NeT - NPDES Municipal Separate Storm Sewer System

NETMSGP: NeT - Multi-Sector General Permit for Stormwater Discharges Associated with Industrial Activity
NETPGP: NeT - NPDES Pesticide General Permit

NETRDHT: NeT - Groundwater Remediation, Dewatering, and Hydrostatic Testing General Permit

NETSEWEROVERFLOW: NeT - Sewer Overflow and Bypass Reporting



7. Select User Role by clicking the drop-down symbol 'L| and then clicking the role. click Request
Role Access

Registration Information

Program Service MeT - Multi-Sector General Permit for Stermwater Discharges Associated with Industrial
Role Mot selected

Select a role from the drop down list and provide any required additional information, if applicable.

Signato

[ Request Roe Acces N Coneel

Select Role

Available Roles:

Signatory Individual who is authorized under 40 CFR 122.22 to sign/certify application
submissions and/or program reports to RIDEM or needs to manage facility user
permissions.

Preparer: Individual who will be viewing and editing data, but who is not authorized to
sign/certify applications and/or program reports under 40 CFR 122.22.

8. Create a User ID (a user ID can never be changed), enter your email address and click Continue
Registration.
a. User ID must be at least 8 characters, it cannot contain spaces but can include the use of
period (.), hyphen (-), underscore (_), and at (@) special characters
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1. Program Service v* ’ 2. Role Access v 3. Identity Credentials ’ 4. User and Orga

Please fill out all required fields marked with an asterisk(*)

Part 1: User Information

User Id * |Log\'ntestm9123 |

Email Address * |test@test.c0m |

| e

CDX Help Desk: 888-890-1995 | (970) 494-5500 for International callers
9. On the next screen, click Proceed to login.gov
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CD)s Central Data Exchange
Leaving CDX

‘You are being redirected to Login.gov to either set up or login to an existing account. Once you've logged in successfully, you will
return to CDX to continue your registration process.

CDX Help Desk: 888-890-1995 | (970) 494-5500 for International callers

EPAHome | Privacy and Security Notice | Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us

10. Sign in to your existing Login.gov account, or create a new Login.gov account
a. If you have an existing Login.gov account associated with your email address, enter
your email address and your existing Login.gov password and click Sign in. Otherwise,
skip to step 10b below.
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Bo®

EPA CDX Test is using Login.gov
to allow you to sign in to your
account safely and securely.

Sign in for existing users

Email address

test@test.com

Password

Back to EPA CDX Test

If you do not have an existing Login.gov account associated with your email address,
you must create an account by selecting the Create an Account tab, and entering your
email address and your language preference, accept the Rules of Use and then click

Submit.
8eo®

EPA CDX Test is using Login.gov
to allow you to sign in to your
account safely and securely.

Create an account for new users

Enter your email address

test@test.com ¢

Select your email language preference
C & your email communication in

O English (default) «

O Espaiiol
O Frangais

O R ()

@ I read and accept the Login.gov Rulss of Use @ «

[ =1

i. You will be directed to check your email and follow the instructions in the email
to complete setting up your Login.gov account. Check your spam folder if you
do not see it in your inbox.
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Check your email

We sent an email to crystal.charbonneau@dem.ri.gov with a
link to confirm your email address. Follow the link to continue
creating your account.

You can close this window if you're done.
Having trouble? Here's what you can do:

Resend the confirmation email >

Use a different email address >

Click on the link in the email from Login.gov:

D LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

[idp.int.identitysandbox.gov]

https:/fidp.int identitysandbox gov/sign_up/email/confirm?
_request_id=9f0334fb-7ff2-4cec-84d0-
1fale7e5f111&confirmation_token=xWSYgcGAIVTVpx9samFH
[idp.int.identitysandbox gov]

Please do not reply to this message. If you need help, visit
login.gov/help/ [login.gov]

About Login.gov [login.gov] | Privacy policy
login.qov]

A new webpage will open and you will be prompted to create a Login.gov
password. This password will replace your existing CDX password and does not
need to be updated on a quarterly basis.

Olocincov  SEPA

l ® You have confirmed your email address

Create a strong password

Your password must be 12 characters or longer. Don't use
common phrases or repeated characters. like abc or 111

Password

Confirm password

[ Show password

Password strength: Great

...

Password safety tips +

Cancel account creation



Setup your authentication methods.

Select at least two authentication methods to setup your Login.gov account and
click Continue. For more information on the authentication methods, see
https://www.login.gov/help/get-started/authentication-methods/

We strongly recommend you create two authentication methods in case you
change or lose your device. If you lose access to your only authentication
method, you will need to delete your Login.gov account and create a new one.

DiociNGov  SEPA

Authentication method setup

E Government employee 1D

nent and

D Authentication application

nad or use an authen

-] % Text or voice message
Recelve a secure code by (SMS] fext
snone cal

% Backup codes

sackup codes are easy 10 ose

@ Security key
Connect yo

nd

If you are using a (.gov) email address, you will be asked to add your government
employee ID. Unless you are a Federal employee, this method does not apply,
and you must select Choose other methods instead.


https://www.login.gov/help/get-started/authentication-methods/

DLocinGov SEPA

Enhance your account security
with a government employee ID

Because you are using a .gov email, we recommend you add
your government employee ID as one of your authentication
metheds. This adds another layer of security to your account.

Add PIV/CAC card
Choose other methods instead «

DiociNGOoV  SEPA

Authentication method setup

additional leyer of prates

] D Authentication application

Download or use an authentication app of
your chaice fo generate secure codes,

-1 % Text or voice message

 (SMS) text or

] @ Security key

r physic
st need to enter

ecur to your

Depending on the Authentication method, the screen will prompt you through
different authentication setup steps.
1. For Authentication Application — use the on-screen prompts in the App
in order to complete this authentication method. Examples of apps
include: Google Authenticator, LastPass, 1Password, OTP Manager, Duo
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Add an authentication app

Set up an authentication app to sign in using temparary
security codes. What is an authentication agp? &

© Give it a nickname
If you add more than one app, you'll know which one is

which

CDXTest

© Open your authentication app

© Scan this QR barcode with your app

Or enter this code manually into your authentication app

WFCPXOSENZICTSZPTHRPURATS25GK4RL

@ Enter the temporary code from your app
le: 123456

123454

Remember this browser

2. For text or phone call:

DLoGINGOV  SEPA

Add a phone number
We'll send you a one-time code each time you sign in

Message and data rates may epply. Do it use web-based
(VOIP) phone services or premium rate (toll) phone numbers.

Phone number
=- 3333333333
How you'll get your code
O Text message (SMS) O Phone call

You can change this anytime. If you use & Landline number,
select “Phone call

Mobile terms of servi

pose another authentication method

3. For backup codes (SAVE them in a secure way!):




Vi.
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l ® An authentication app was added to your account

Save these backup codes

If you lose your device, you'll need these codes to sign into
Login.gov. Save or print them and put them somewhere safe

6SOF-H7ZQ-MAMM  JGQQ-PDS2-e
ECQN-VPN1- il 8VIC-DK1Y- memm
RSFV-3HRQ-MEEP  FYME-AGNQ-WER
SOHI-QYZ5 - Wk Z65K-ZBC1 -
TT1P-K5GT- g VOFI{-VHNA- sl

A Each code can only be used ance. Wel give you new

r you use all ten.

‘ * Download ‘ ‘ & Print ‘ | © Gopy ‘

0 I've put my backup codes in a safe place.

s another suthentication method

4. For security Key:

DLoGINGoV SEPA

Insert your security key

Use your physical security key to add an additional layer of
protection to your Login.gov account to prevent unauthorized
access. Learn more about security keys ¢

@ Giveitanickname

If you add more than one security key. you'll know which
one is which.

@ Inserta security key into your device

© setup your security key

Click “set up security key” below and follow your
browser’s instructions.

Remember this browser

«Choose another authentication method

When authentication methods are successfully setup, click Agree and Continue
to connect to your CDX account:
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| © Backup codes were added to your aceount.

B

Continue to EPA CDX Test

We'll share your information with EPA CDX Test to connect
your account.

@ Email addresses on your account
« crystal charbenneau@dem.ri.gav

= -

Cancel

11. Upon returning to CDX, you will have to complete user registration by entering User Information
and selecting and answering 3 security questions
a. Save your answers in a secure way. These security questions are used to help change your
password and manage your user account (answers are case sensitive)

United States Environmental Protection Agency

About | RecentAnnouncements = Terms and Conditions

K . = contact Us
CD) Core CDX Registration Logged in as LOGINTESTING]

2 ol Acrem w | 3. ety Grdenile v > 4. Uer nd Organicai

Registration Information

Program Service NeT - Multi-Sector General Permit for Stormwater Discharges Associated with Industrial Activity

Role signatory

Please fill out all required fields marked with an asterisk(*)

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be g
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it i
entered on this page.

User ID * LOGINTESTING123

Title ® -Please Select- v

First Name * ]

Middle Initial ]

Last Name * est ]

Suffix -Please Select- v

Security Question 1 * -Please Select- v
Security Answer 1 *

Security Question 2 * -Flease Select- v

Security Answer 2 *

|

Security Question 3 * -Please Select- e

|

Security Answer 3 *

12. Enter your Organization Name and click Search

Part 2: Organization Info

‘Envimnmental Management |m

Enter organization or organization ID




a. If your organization can not be found, you may request to add it by selecting “request that
we add your organization” and filling out the organization information and selecting Submit
Request for Access. Otherwise, skip to step 11.

Part 2: Organization Info

[ searcn

|Env'|r0nmental Managementccc
Enter organization or organization ID

Organization 1D Organization Name Address City State
No data was found matching your criteria.
Can't find your organization? Use advanced search or request that we add your organization.
Part 2: Organization Info
Organization Name *  [RIDEM |
Country * | UNITED STATES
Mailing Address * [235 Promenade Street |
Mailing Address 2 | |
City * |Pr0vidence |
State * [Rhode Island |
ZIP/Postal Code * [02003 |
Email * |crysta\.charbonneau@dem.|
Re-enter Email * |erystal.charbonneau@dem. |
Phone Number * [(401) 222-4700 |
Phone Number Ext | |
Fax Number | |
ock toScarch Reul
13. Select your organization ID
ﬁ)'ga"izaﬂo" Organization Name Address City State Elgde
25306 Efvﬁforﬂfngﬁgﬁ'ﬁl’gﬁggsg ont P.O. Box 301463 Montgomery AL P30
e DlDgmers  mSpoese o g 2
Indiana
25342 h“d‘a”a Department of Environmental  CorMUeT Indianapolis N 46204
anagement 100 N, Senate
Ave.
33620 ﬁar?aegémogn? \Slr‘?lglrgﬁl;tfa IAgricu\ture éfr_zlftromenade Providence RI 2%2987
& Resource Marketing Room 370
33756 ilar?aegéfnognli? \[‘)iir\?igirgr?rg)tfa IAgricu\ture éfélla?’tmmenade Providence RI g%gga_

& Resource Marketing Room 370

Can't find your organization? Use advanced search or request that we add your organization.




Fill out Organization Contact Information and click Submit Request for Access. This should be
the contact information you are using to create your CDX account.

Part 2: Organization Info

Rhode Island Department of Environmental Management
235 Promenade Street
Providence, RI, US

02908-5767

Email * |crysta|.charbonneau@dem.|
Re-enter Email * |cry5ta|.charbonneau@dem.|
Phone Number * [(401) 222-4700 |

Phone Number Ext | |

Fax Number | |

Wrong organization information? Back to Search Results, Use ad

a. You should receive an email from helpdesk@epacdx.net with either a link you can click
or a code you can copy and paste into the screen to activate your account.

You have successfully created an account with the EPA Central Data Exchange (CDX). In order to complete your registration and begin using the system, you will need to confirm your account bycompleting either o

a) Click the following link. You may need to enter the UserlD (RIDEMTESTING123) and Password that were selected during the registration process. hitps://test.epacdx net/Registration/EmailValidation?code=Fdd12
be broken, please copy and paste it into a new browser window.

b) In your existing browser window, copy and paste the following code into the "Code” field on the web page: Fd4lAemnUjCb

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be completed before you are able to access your Program Service

Please do not respond to this message. If you have questions concerning this message, you may contact CDX Help Desk by email at helpdesk@epacdx net or by calling the CDX Technical Support Staff through ou
Monday through Friday from 8:00 am to 6:00 pm ET. For International callers, the CDX Help Desk can also be reached at (970) 494-5500 or you may contact the CDX Helpdesk https://test. epacdx.net/Chat. The CD
regular open hours of Monday through Friday, 8:00am to 6:00pm EST/EDT.

CDX Registration Homepage
hittps:/itest epacdx.net

If you use the code, Enter the code and Click Create Account

Home About Recent Announcements Terms and Conditions FAQ Help Virtual Assistant

CDX: Confirmation = Contact U

1. Program Service v 2. Role Access v 3. User and Organization v 4. Confirmation

A few more steps...

You will soon receive an email confirmation message at [ridemtesting123@gmail.com] with a validation code. Enter the validation
code below or follow the link provided in the email to activate your user account.
Resend validation code

User ID: RIDEMTESTING123

Code: | ‘




At this stage, Preparers are finished creating their CDX account and should be able to see an active
program service with their role listed in blue underlined text (hyperlinked). Clicking on the
hyperlinked role will open the program service (e.g. — NETSEWEROVERFLOW, NetDMR, NETMSGP).

a8 NETSEWEROVERFLOW: MeT - Sewer Overflow  Preparer
and Bypass Reporting

For Signatory role there are still a few more steps to take to complete your CDX account set up

14. You now need to authenticate your identity via an Electronic Signature Agreement (ESA).
a. Please perform Identity Proofing electronically by

i. Filling in the required fields with your personal information (rather than facility)
and selecting Proceed With Verification. The data within this screen is not
collected or stored and the information will be discarded once your identity has
been authenticated.

CDX: CDX Registration: LexisNexis

1. Identity Verification

The program you are registering for requires additional proof of identity. Identity veril
have provided sufficient identity information in order to conduct business safely and <
identity proofing service for inmediate access to your program service or to print and
Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Infol

LexisNexis® Instant ID

Legal Name

\Crysta\ |\Charhonneau \

Home Address
[123 Test |

\Add'ess Line 2 \

Rhode Islar +|[00000

Home or Personal Phone
Home or Personal Phone

Date of Birth
January v |1 ~ || 1933 v

Last 4 of SSN
) Show SSN

The name above is me. Please proceed with LexisNexis® Validation.

Proceed with Verifica Paper Verification Exit

ii. Sign the Electronic Signature Agreement by selecting Sign Electronically
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CDXs CDX Registration: Additional Verification e, oo o)

1. Identity Verificationv” 2. ESA

Electronic NetDMR Electronic Signature Agreement

The NetDMR electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any
questions regarding the NetDMR ESA, please contact the CDX Help Desk

Signing an electronic document on behalf of ancther person is subject to criminal, civil, administrative, or other lawful action.

U.S. Environmental Protection Agency
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement
Tn accepting the electronic signature credential issued by the U.S. Environmental Protection Agency
(EPA) to sign electronic documents submitted to EPA's Central Data Exchange (CDX). and as a

representative for:

Electronic Signature Holder Company Information

Organization Name CDX TEST!
Address 777 BRISBANE
City, State, Zip HOUSTON, TX
Province

Country Us

Phone Number

Cancel

b. (Not Recommended) If you choose paper Identity Proofing (by selecting Paper
verification, or by Failing identity proofing), your ESA will appear and you need to print,
sign, and mail it to the NPDES E-Reporting Processing Center address listed on the paper
ESA. Note: The paper ESA must be received and approved before you can access any

program service. This process can take many weeks.

CDX; CDX Registration: Additional Verification Togged In as RIDEMTESTING123 (Log out]

You have failed LexisNexis identity proofing. Please proceed to print, sign and mail the paper Electronic Signature Agreement
below or contact the CDX Help Desk for assistance.
Paper CDX Electronic Signature Agreement
The cox @ and COX that wil

e E5A s been saned, data o or any
auestons regarding the COX ESA, please contct the (DX el Dec

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature sued by the U. Protection Agency (EPA) to sizn
submitted to EPA's Central Data Exchange (CDX), and as a representative for

Electronic Signature Holder Company Information

Organization Name: Rhode Island Department of Environmental Management

Province:

Phone Number: (401) 222-4700

‘E-mail Address: ridemtesting123 @email com

Registrant Title: o

15. A pop-up will appear. Read the notification and click Accept



| certify, under penalty of law that the

information provided in this document is, to the
best of my knowledge and belief, true, accurate,
and complete. | am aware that there are
significant penalties for submitting false
information, including the possibility of fines and
imprisonment for knowing violations.

Signing an electronic document on behalf of
another person is subject to criminal, civil,
administrative, or other lawful action.

16. You are now done and will be directed to your MyCDX Home Page. Clicking on the hyperlinked
role will open the program service. If the link in your role is inactive (i.e., nothing happens when
you click on it) please contact the NPDES eReporting Help Desk.

P= NETSEWEROWVERFLOW: MeT - Sewer Overflow  Signatory
and Bypass Reporting

United States Environmental Protection Agency

About Recent Announcements Terms and Conditions FAQ

CD)% Central Data Exchange

I Inbox] {My Proﬁlel I Submission Historyl [ Payment History H E-Ente

Services £ Manage

Status + Program Service Name s Role ¢
& NDMR-RI: NetDMR: Rhode Island Department of Permittee
Environmental Mgmt (signature)

Services
Status * Program Service Name s Role =
a NETMSGP: NeT - Multi-Sector General Permit for Signatory

Stormwater Discharges Associated with Industrial
Activity




