RHODE ISLAND

NetDMR Permittee and
Data Provider Training

This training can also be found at
https://netdmr.zendesk.com/hc/
en-us/articles/115003002346

E MNetwork Discharge
Monitoring Report




» Introduction fo NetDMR
» Demonstrations
» Create CDX Account — Permittee (signature)
» Request Access — Signatory
» My Account
» Enter DMR Data
» Import Data
» View COR
» Wrap and Questions



Creating a new Central Data
Exchange (CDX) Account



Create a New CDX Account

Sign in

Go to NetDMR website
(https://netdmr.zendesk.

com) Click Login to
NetDMR button UserID *

» Login screen appears

« I create a new account

* = required

Password *

» Click on create a new
account.

Forgot username?

Forgot password?



https://netdmr.zendesk.com/

Selecting Instance and Role

» All* fields are required Create a New Account

Select State Agency or EPA Region and User Type

» Select State Agency or EPA
Region (aka Instance Name) State Agency or EPA Region *
and User Type

Select.

» Regulatory Agency where

User Type *
your DMRs are sent

» Choose your Instance from
the pull down menu m

» (NetDMR-RI: NetDMR:
Rhode Island Department of
Environmental Mgmt.)



Select Instance

» Select your Regulatory
Authority (RI DEM) Create a New Account
» For eXGmple: Select State Agency or EPA Region and User Type
» Rhode Island — DMRs are State Agency or EPA Region *
SenT TO STOTe Ogency | MetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX a |

» Choose Rhode Island ) )

coparment of | neowRaramssoze g
. MNetDMR: Arkansas DECQ
Environmental Mgmt

MNetDMR: Colorado DPHE WQCD

» Note: For Data Providers NetDMR: Connecticut DEP
W|Th permiTS iﬂ mU|TIp|e MNetDMR: Georgia Environmental Protection Division
States, you must select NetDMR: Hawaii - Dept. of Health

each State Instance.  NeDMR: linois EPA K




Select User Type

» Select User Type Create a New Account
> Permlﬁee (SIgI’]OTUI’e) Select State Agency or EPA Region and User Type
> Permlﬂee (nO State Agency or EPA Region *
Sj andad ture ) NetDMR: EPA Region 06 - AR-GM-LA-NM-OK-TX -
» Data Provider User Type *
e —
Regulated Community
Data Provider
) Permittee (no signature)
» Press NEXT to continue Regulators Anthority
Internal User




CDX User Types

Term Who Available Definition
NetDMR Roles
Lab, . .
Data Provider Contractor, or s AIIowgd fo view, enter ono! import
’ Edit, View DMRs info NetDMR and edit CORs but
3rd Party . .
Affiliate they ecannot sign and submit forms.

Permittee
(signature)

If you work for
the company
AND will
Sign/Submit
DMRs

Signatory, Permit
Administrator, Edit,
View

A person authorized to sign, view, edit
and submit DMRs for a specific permit.
Will also be able to approve roles for
other users within NetDMR.

Permittee (no

If you work for
the company

Permit

Can view, enter and upload DMRs

personnel only

signature) but will NOT Administrator, Edit, [ infto NetDMR, edit CORs, and approve
Sign/Submit View roles for other users within NetDMR.
DMRs
This is for

Internal User State/EPA Internal A Regulatory Authority staff member
Agency Administrator with a NetDMR account.




Personal Information

Create a New Account

> Fi” OU'I' reqUired infOrmOﬂOﬂ Select State Agency or EPA Region and User Type

Personal Information

» All boxes with asterisks *

Title *

» For Permittee . v
(signature), ensure First First Name -
& Last Names are your
|eg(]| Nnames (eg Middile Initial

Robert, not Bob)
» Click NEXT when done.

Last Name =

Suffix

Select. .. v

Job Title *




Create a User ID and Password

>

>

Create User id
& Password

Choose 3
Security
questions, and
enter an
answer

» Case Sensitive

Agree to the
Terms and
Conditions

Select State Agency or EPA Region and User Type
Personal Information
Create a User ID and Password

UserID = Password *

These questions will be used to reset your password:
Question 1 *

Select a question...

Question 2 *

Select a question...

Question 3 *

Select a question...

] Agree to the Terms and Conditions

Verify Password *

[] shew password

Answer1 =

Answer2 =

Answer3 *



Signatory Accounts

» If requesting the CDX role of Permittee
(signature)

» Required to answer 5 additional questions
for digitally signing documents

» Electronic Signature Agreement (ESA) or
Paper ESA is required



Electronic Signature Setup —

Permittee (signature) Only

Select 5 security
questions from
the drop down
list.

Enter an answer
for each question
selected.

Remember your
answers!

Electronic Signature Setup

These questions will be used for signing your document electronically:

Question 1 *

Select a question...

Question 2 *

Select a question...

Question 3 *

Select a question...

Question 4 *

Select a question...

Question 5 *

Select a question...



Organizational Information

» Search for your
organization.

Organization Information

Search your organization by one or more of the following criteria:

» Organization NamMe  organiston name -
and State are
required, other
search fields are o ress e
optional

o State * Zip/Postal Code

» This is the -
organization you
work for (your
employer)

Mailing Address {line 1)

Find



Scenario 1: Select Organization

» Click on the Organization Id link to choose your

facility

Organization Information

Select your organization:

Show 10 W  entries
Action Organization ID
15948

21820
2291

e 23081

Select 23062

Showing 1 to 5 of 5 entries

Organization Name

GULF COAST STORET

GULF BP CATASTROFHE

Gulf Oil (Test)

Gulf Coast Oil

Gulf Coast Oil

Address 1

11110 ROUNDTABLE DRIVE

100 GULF OF MEXICO DRIVE

100 Main

100 Main

100 Main

Address 2

city

ROSE HILL

CORPUS CHRISTIE

Houston

Houston

Houston

State Zip Code
™ 77375
™ 72019
™ 12345
™ 655432
> 75202

Previous n Next



Organization

» Confirm your Organization

Organization Information

Gulf Oil (Test)
100 Main

Dallas, TX 75202
us

Wrong organizaticn information? Back to search results or regusst that we add your crganization.



Scenario 2: Add Organization

» Organization
unavailable

Part 2: Orgamization Info

general foods |

Enter crganization or erganization ID

» “Request that

we Gdd your ; a _ __ me Address City State ZIP Code
. 'I'ion” Mo data was found matching your criteria.
organiza

Can't find your arganization? Use advanced search or request that we add your organization.




Add Organization - Continued

Part 2: Organization Info

» Fill out the required
information for your
organization

Organization Name * | |

Country * [UNITED STATES

Mailing Address * | |

Mailing Address 2 | |

City * | |

» Noted with *

State * | -Plezse Selact- v

ZIP/Postal Code * | |

. . Email * jakenstdmrl @yzhoo.com
» Click "Submit Request — T : |
for AcceSS” Phone Number Ext | |

Fax Number | |

]




Add Organization - Confinued

Part 2: Organization Info

» Select your -
. R ) Select a Current Organization
OrgOHIZOTlon ® Request to Add an Organization

Shell Offshore, Inc
701 Poydras St

New Orleans, LA, US
70139

» Enter your . I
Email * cathypermitadm@gmail .com
p h O n e n U m ber Phone Number * |(214} 665-0000 |

Phone Number Ext | |

Fax Number | |

Wrong organization information? Back to Search Results, Use advanced search or reguest that we add your organization.

Submit Request for Access




Creating an Account cont.

Contact Information

Enter required fields.

Click SEND VERIFICATION
CODE.

A green pop-up note will
appear on screen informing
an email was sent to this
email.

You will receive an emaill
from CDX support with a
Verification Code within a
few minutes.

Contact Information

Phone Number * Extension

Email *

Re-enter Email =

Send Verification Code

A verification code has been sent o %

\/ cathygfsign@gmail.com. Enter the
Regiﬂer m code below and select Continue to
finalize your CDX account setup.




Email Verification

helpdesk@epacdx.net Today at 2:31 PM
To dianacdxns@yahoo.com

You are requesting an account with the EPA Central Data Exchange (CDX). You will be able to add additional Program Services, including the NPDES eReporting Tool (NeT), to
meet any additional obligations that require electronic reporting to EPA.

In order to complete your registration and begin using the system, you will need to confirm your account by entering the following code in the registration form you are

£3a61172-b391-4ded-a162-a45dc76dedcs
above, you may be required to provide additional information. Any additional information will need to be completed before

you are able to access your Program Service. Please do not respond to this message. If you have questions concerning this request, you may contact us by email at
helpdesk@epacdx.net or by calling the CDX Technical Support 5taff through our toll free telephone support on 888-890-1995 between Monday through Friday from 8:00 am
to 6:00 pm EST/ECT. For International callers, the CDX Help Desk can also be reached at (570) 494-5500.

Sinceraly

CDX Help Desk

United States Environmental Protection Agency - Central Data Exchange

Reply Reply to All Forward Maore



Contact Information/
Registration

» After clicking SEND
VERIFICATION CODE @
verification box will Phone Number * Extension
appear

Contact Information

202-564-3249
» Enter Verification

Code Email *
dianacdxns@yahoo.com
» You can COPY &
PASTE code from Re-enter Emall ©
email direcﬂy into dianacdxns@yahoo.com Sep 4 Verification Code
box.

Verification Code =

I 93ab1172-b391-4ded-a162-a45dc7ededcd I

» Click Register =

Register Continue




Organization Registration
Completed

Success!

You have completed core CDX account registration. Click Continue to proceed. Depending
on your NetDMR role, you may be asked to complete Identity Proofing before your role is
activated.

Continue

» After clicking on REGISTER, this pop-up will
appear confirming completion.
» Click CONTINUE



Registration Process

» At this stage, Permittee (no signature)
and Data Providers are finished and now
nave access 1o NetDMR

» Permittee (signature) must continue with
dentity Proofing




“Permittee (signatfure)”

Additional Requirements

» Permittee (signature) will need to
continue as additional information is

required
» |dentify Proofing

» Electronic Signature Agreement
(ESA)

» Paper ESA option
» Log into CDX



“Permittee (signatfure)”

ldentity Proofing

Identity Proofing

» Enter required fields
with an asterisk

» Agree Electronic
Signature Agreement
(ESA)

» Verify and Sign

» Paper option available

» Click on white tab for
paper

Identity Verification

Would you like to perform electronic ldentity Proofing?

YES

Electronic Identity Proofing
The following information will be used for identity proofing, it will not be stored.

Home Mailing Address (line 1) +

Home Mailing Address (line 2)

City = State ~ Zip/Postal Code -
Select a State
Date of Birth =
w £ W
55N Last 4: + Phone Number

[] show SSN digits

[ | agree to the Electronic Signature Agreement

Verity and Sign



“Permittee (signatfure)”
|dentity Proofing

» If LexisNexis is unable to verify your identity —
Must Submit Paper ESA

Identity Verification

We were unable to verify your identity with the provided information. Please print, review, sign, and mail your paper Electronic Signature
Agreement.

¥ ou have selected to perform identity proofing via the paper based option. Please be aware that the paper based option reguires you to mail a wet ink signed version of the
ESA and does take longer to process. You will not be able o access the NetDMR system until this document is received and processed.

Paper ESA

U.S. Environmental Protection Agency ~
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information




» Thisis the landing page
when logging into
NetDMR

» Clicking on your ROLE
will fake you to NetDMR

» This link will be inactive
(not clickable) if you
have not been
approved

CD)& Central Data Exchange

|’ Inbox] | My Profile | ‘ Submission History |

Services Manage

Status Program Service Name Role
& NDMR-R&6: NetDMR: EPA Region 06 - AR-GM Permittes

LA-NM-OK-TX (signature)

Add Program Service Manage Your Program Services




NetDMR

» Click on ‘Continue to
NetDMR’ to confinue.

» Will need to continue
by Requesting Access
to specific NPDES ID(s)
within NetDMR.

FAQs | Getting Started | Contact tha NetDMR Team

Net DMR

Network Discharge
Monitoring Report

Welcome

Welcome to the EPA RegioWgQ6 - AR-GM-LA-NM-0OK-TX Installation of NetDMR! NetDMR is 2 web-based application that
allows Mational Pollutant Dischc¥Wgg Elimination System (NPDES) Permittee Users to enter and electronically submit
Discharge Monitoring Report (DMRESta through the Central Data Exchange (CDX) to EPA. All facilities required to provide
DMR. data as part of their NPDES perm ill need to do so electronically using NetDMR. as of December 21, 2016. If you are
interested in learning more about NetDMR'W® e check out the NetDMR Support https://netdmr.zendesk.com/home

Access NetDMR

Continue to NetDMR

= First time users should check to see if your permit is available in NetDMR yet by Checking yvour Permit ID
= If you have any questions about NetDMR, please contact Nguyen.helen@epa.gov.

News

+ There are no news items



NetDMR






What is the National Installation 31
of NetDMR?@

» Web-based application that will allow NPDES
permittees to submit DMRs electronically to EPA’s
Integrated Compliance Information System (ICIS)

» Hosted on Cenftral Data Exchange (CDX) servers

» Provides separate customizable “NetDMR
Program Services”



Types of Users

» Permittees

» Permittiee (signature) — Should be the first person
to request NetDMR access for your facility.

» Permittee (no signature)
» Data Providers (Contractors and Labs)

» Internal Users (EPA & State Regulatory Authority)



Types of NetDMR Roles

» Permit Administrator

» User Type — Permittee (signature) OR Permittee (no signature)
» Signatory

» User Type — MUST be Permittee (signature)
» Edit

» User Type - Permittee (signature), Permittee (no signature),
Data Provider

» View

» User Type - Permittee (signature), Permittee (no signature),
Data Provider

» Internal Administrator
» User Type — Intfernal User



Signatory Role
(Permittee (signature) User)

» You will be able 1o:

» Sign and submit the Subscriber Agreement

» View, edit, import, sign and delete DMRs

» Submit corrected DMRs — generate CORs

» Initiate the repudiation of unauthorized DMRs

Note: With 1st Signatory role automatically get Permit Administrator role



35

Who is authorized to Sign DMRs?

» Signatory role

» Guidance

» See Appendix L, NetDMR
User Guide

» 40 CFR 122.22

RIPDES Regulations
RULE 12

40 CFR 122.22 - Signatories to permit applications
and reports (applicable to State programs, see
123.25).

Code of Federal Regulations - Title 40: Protection of Environment

Id. vLex: VLEX-19812669
http:/ivlex.com/vid/122-signatories-applicable-see-123-19812669

Text

TITLE 40 - PROTECTION OF ENVIRONMENT
CHAPTER | - ENVIRONMENTAL PROTECTION AGENCY
SUBCHAPTER D - WATER PROGRAMS

PART 122 - EPA ADMINISTERED PERMIT PROGRAMS: THE NATIONAL POLLUTANT
DISCHARGE ELIMINATION SYSTEM

subpart b - PERMIT APPLICATION AND SPECIAL NPDES PROGRAM REQUIREMENTS

122.22 - Signatories to permit applications and reports (applicable to State programs,
see 123.25).

(a) Applications. All permit applications shall be signed as follows: (1) For a
corporation. By a responsible corporate officer. For the purpose of this section, a
responsible corporate officer means: (i) A president, secretary, treasurer, or vice-
president of the corporation in charge of a principal business function, or any other
person who perfoms similar policy- or decision-making functions for the corporation,
or (i) the manager of one or more manufacturing. production, or operating facilities,
provided, the manager is authorized to make management decisions which govern the
operation of the regulated facility including having the explicit or implicit duty of
making major capital investment recommendations, and initiating and directing other
comprehensive measures to assure long term environmental compliance with
environmental laws and regulations: the manager can ensure that the necessary
systems are established or actions taken to gather complete and accurate information
for permit application requirements; and where authority to sign documents has been



Preparing for NetDMR

» Read and refer to the Permittee and Data Provider
User Guide on NetDMR Zendesk

» Consult with your Regulatory Authority (RA) (RI DEM)

» Access NetDMR website for additional information,
frequently asked questions

» NetDMR Test site is available for your use once training
Is completed (Not Required)

» Rl prefers new Users to attend a State training.



First Permit ID Request

> Initial Signatory request from your facility
»  Will have Signatory and Permit Administrator roles automatically

> % e’rermlne who will be your initial Signatory with Permit Administrator

> This person should log on first
> Others at your company can apply for one or more roles
»  Signatory, Permit Administrator role, Edit, or View role
»  (After Initial Signatory is approved)

> P%ﬂ%‘% Adr Cl)rrnsgrgi[ors g%O?nT access for anyone with Permit

» Signatory role
“Igiﬁg\g)nmory” role can only be granted by the Regulatory Authority
> Slgcewe E@:ng\@ or paper) Subscriber Agreement must be

» Important to print out the Agreement in production
> www.epa.gov/netdmr



NetDMR

Some of the Basics »\ 1 g



Header Opftions

Home | My Account | Request Access | Help | Logout

Search
All DMREs & CORs

& My Account

Email:

Ilrne hilamane

Import DMRs Download
Perform Irmport Blank DMR Faorrm

Check Results

cathydpview@yahoo,.com

cathvdoview@vahoo,.com

& User:cathydpuiew@yahoo.com, Data Provider

EPA HQ — IL-NM

out Tirmer: 21:45

" Edit Account



Tabs

Home | My Account | Request Access | Help | Logout @ Usertonasrin@yahoo.com, Permittee User

TN
NeIDMR

Import DMRs | View Download

Perform Import | Permits | Blank DMR Form ]
Check Results | Users

Session Lockout Timer: 29:30

'

Several Options

(depending on your User Type and Roles)



4]

Manage Access Requests

= Mahage ACCess Requests

Pending Access Requests - External

Permits 1 through 5 of 5

Name % User Name Facili Permit I Reguested Access Rights Reguest Date Approve Deny Comme
netdmr data pru\rinetdmrdatap@gmail.cum USDOE-OAK RIDGE Y12 PLT TNOOOD2968 Edit 02/17/0% D D

netdmr signatory netdmrsig@gmail.com USDOE-OAK RIDGE Y12 PLT THNOOO2568 Edit 02/19/0% |:| D

netdmr signatory netdmrsigi@gmail.com USDOE-OAK RIDGE Y12 PLT TNOOD2968 View 02/19/0% |:| D

netdmr signatory role  netdmrsig@amail.com USDOE-OAK RIDGE Y12 PLT TNOOOD2568 View 0z2/17/08 |:| D

permit admin netdmrpa@gmail.com USDOE-OAK RIDGE Y12 PLT TNOOD2968 Signatory 02/17/0%

Pending Access Requests - Internal

One item found

Name User Name Organization PermitID Permitted Limit Set Monitoring Reguested Approve Deny Com
Feature ID Designator Period End Date Access Rights

L e e | kA= T A ] - e o e A ThiNNNOE0 T4 [ 1nd 24 fng M=rki=l MRAD — —




Permits
Copy of Records (COR)

List of Users

DMRs to edit, correct or delete
DMRs Ready to submit

vV v v v Vv

Detailed instructions are contained in the Permittee/
Data Provider User Guide



DMR Search & Status

(* Permit ID: TNO002968 + | | Update |

) Facility: A Ipdate

Mote: The Update buttons abowve for Permit ID and Facility will update the Permitted Feature and
Discharge =election boxes below.

Permitted Feature: | Al v | Update |

Discharge: | Al v |

Monitoring Period End |:|
Tl L 1 T8 (mmsddiyyyy)

Date Range:

Edited or Submitted | Al v |

By:

Status: Ready for Data Entry Al
NetDMR Validation Errors {Hold down CTRL or Mac
MNetDME Validated command key to
Imported select/deselect multiple)

Signed & Submitted
Submission Errors/Warnings
Completed

COR Confirmation #: |J_ |

[ Search ][ Clear All Fields ]




RO or DAR? (Signatories Only)

» Are you a Responsible Official (RO) or a Duly Authorized
Representative (DAR)?

» Responsible Officials are authorized to sign and sulbbmit DMRs
themselves (in accordance with 40 CFR 122.22/RIPDES Rule 12)

» Duly Authorized Representatives are authorized to sign and
submit DMRs on behalf of a Responsible Official

» When Requesting Access as a Signatory, DARs will need to
enter the Responsible Official Information to complete the
Subscriber Agreement

» See other training material for more information about ROs &
DARs



Request Access
(Responsible Official)



Prerequisites

» User must be User Type: Permittee (signature)

» Signatory must be first person to request access to a
Permit ID

» First Signatory is also assigned Permit Administrative
Rights

» Permit Admins can approve/deny access requests
(other than Signatory) for their facility

» Regulatory Authority must approve all Signatory
requests



Request Access

Home | My Account equest Access elp | Logout & User: , Permittes User

NetD AT

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI Download

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form [
Check Results

Last 10 Logins

R search: All DMRs & CORs 5/16/17 12:46BM -

5/16/17 7:09 AM -
All DMRs & Copies of Record (CORs)



Enter Permit ID (Click Update)

Manage Search Unscheduled DMRs Import DMRs Update NODI Download N

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form
Check Results

«f Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you can request.
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this page.

Permit ID: |
Role: Select One ¥

Note: The Signatory Role will also automatically be given the Permit
Administrator, Edit, and View Roles.

Add Request

«f Access Requests

A summary of the current access requests is presented below.

Permit ID Requested Role Remove Access Request

Mo Permits found



Select Signatory Role

« Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you
Repeat this process for each permit you would like to request access to. You can make one or more access requests frol

Only users with the Permittee (signature) role in CDX can reguest Signatory roles.

Permit ID: 'NMO0000E0

| Select One ¥ |
Select One =l
Signatory  Edit

Role:
Role will also automatically be given the Permit

and View Roles.

| Add Request |




Submit Request

< Access Requests

A summary of the current access requests is presented below.

Permit ID Requested Role Remove Access
Request

nm0O000060  Signatory

H



Confirm Request

« Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.

Permii ID Requested Role Additional Information

nmo022250 Signatory N/A

' | Confirm || ):an::el |



Select Radio Button for
Responsible Official

7+ Additional Information Required

Please provide additional information asscciated with the Signatory role.

Permit ID Requested Additional Information
Role

nmo000051  Signatory What is your employer's relationship to the facility or facilities?*: ( Select One ¥ )

I have the authority to enter into this Agreement for the Permittee under the applicable standards.

1 am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the
applicable standards.
The following fields are required.

Responsible Official Name: | |

Responsible Official Title: | |

Responsible Official Phone Number: | |

Responsible Official Email Address: | |

Submit || Cancel |




Paper or Electronic

« Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have enftered.

Permit ID Requested Additional Information
Role
nmo000051 | Signatory What is your employer's relationship to the facility or facilities?*:

#®' I have the authority to enter into this Agreement for the Permittee under the applicable standards.

I am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the
applicable standards.
The following fields are required.

Responsible Official Name:

Responsible Official Phone Number:

| |
Responsible Official Title: | |
| |
| |

Responsible Official Email Address:

C| Sign via Paper || Sign Electronically W}:ancel |
—_

.

RIPDES recommends paper so that your RO does NOT need to
make a CDX account




Paper Subscriber Agreement

» Print, sign, and mail the Subscriber
Agreement to your respective
Regulatory Authority (RA)

» RA accesses NetDMR to approve/deny
request

» Paper process can take several weeks
to complete



Request Access
(Duly Authorized Representatives)



Prerequisites

» User must be User Type: Permittee (signature)

» DAR MUST first consult with Responsible Official (RO) to determine
if RO will sign Subscriber Agreement via electronic process or
paper process

» If RO will sign electronically, RO will be required to create a CDX
account

» If RO does not want to create a CDX account, RO must sign
paper Subscriber Agreement, which forces the DAR 1o submit
paper Subscriber Agreement (DEM preferred method)

» Signatory must be first person to request access to a Permit ID
» First Signatory is also assigned Permit Administrative Rights

» Permit Admins can approve/deny access requests (other than
Signatory) for their facility

» Regulatory Authority must approve all Signatory requests



Request Access

Home | My Account elp | Logout @ User:’ , Permittes User

NetD ATy

D Network Discharge
““al Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI Download
Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form [Kg

Session Lo
Check Results

Last 10 Logins

QU search: All DMRs & CORs 5/16/17 12:46PM -

5/16/17 7:09 AM -
All DMRs & Copies of Record (CORs)



Enter Permit ID (Click Update)

Manage Search Unscheduled DMRs Import DMRs Update NODI Download 2|

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form
Check Results

« Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you can request.
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this page.

r

Permit ID: |
Role: Select One ¥

Note: The Signatory Role will also automatically be given the Permit
Administrator, Edit, and View Roles.

« Access Requests

A summary of the current access requests is presented below.

Permit ID Requested Role Remove Access Request

Mo Permits found



Select Signatory Role

«f Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you
Repeat this process for each permit you would like to request access to. You can make one or more access requests froi

Only users with the Permittee (signature) role in CDX can request Signatory roles.

nmooo0060

Permit ID:

| Select One ¥ |
Select One =]
Signatory Edit,

Role:
Role will also automatically be given the Permit

and View Roles.

| Add Request |




Submit Request

«I Access Requests

A summary of the current access requests is presented below.

Permit ID Requested Role Remove ACCess
Request

nmO000060  Signatory
®




Confirm Request

« Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.

Permii ID Requested Role Additional Information

nmo022250 Signatory N/A

' | Confirm || ):an::el |



Enter Responsible Official

Information

# Additional Information Required

Please provide additional information associated with the Signatory role.

Permit ID Requested Additional Information
Role

nm0000060  Signatory What is yeur employer's relaticnship to the facility or facilities?*: Facility v

) I have the authority to enter into this Agreement for the Permittee under the applicable standards.

I am authorized by the person below who does have the authoerity to enter into this Agreement for the Permittee under the applicable stahdards.
The following fields are required.

Responsible Official Name: |R0 Mame |
Responsible Official Title: |R0 Title |
Responsible Official Phone Number: |R0 Fhone |
Responsible Official Email Address: |R0 Email |

. J/




Paper or Electronic

» Remember, this determination is made in consultation with your RO
» If RO requires paper, DAR must choose Sign via Paper
» If RO requires electronic, DAR must choose Sign Electronically

' Confirm Access Requests to a Permit and Associated DMRs

The table below centains the access requests that you have entered.

Permit ID Requested Additional Information
Role
nmo0000s0  Signatery What is your employer's relationship to the facility or facilities?*: Facility v

I have the authority to enter into this Agreement for the Permittee under the applicable standards.

“ T am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the applicable standards.
The following fields are required.

Responsible Official Nam |Fir5t Last |
Responsible Official Title |President |
Responsible Official Pho umber: |123—456—?890 |
Responsible Official Emy ress: }test@test.com |

N
Sign via Paper || Sign Electronically || ’ancel |
7




Paper Subscriber Agreement

» Print, sign, and route the Subscriber Agreement
to your respective Responsible Official (RO)

» RO then needs to sign and mail the Subscriber
Agreement to the respective Regulatory
Authority for final approval

» Paper process can take several weeks to
complete



Approval

» Once the Responsible Official (RO) has signed,
the paper Subscriber Agreement is routed 1o
the DEM

» Once the DEM official has approved the
Subscriber Agreement, the DAR can sign and
submit DMRs



Requesting Access
(For Permit Administrator, Edit,
or View Roles)



Prerequisite

» Users can be any User Type: Permittee (signature),
Permittee (no signature) or Data Provider

» The Signatory must be first person to request access to
a Permit ID

» First Signatory is also assigned Permit Administrative
Rights

» Permit Admins can approve/deny access requests
(other than Signatory) for their facility

» Regulatory Authority must approve all Signatory requests



Request Access

Home | My Account equest Access elp | Logout & User:VOISIN.EDWARD@EPA. GOV, Permittes User

NetD Ay

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI Download

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form
Check Results

Last 10 Logins

A search: All DMRs & CORs 5/16/17 12:46 PM -

5/16/17 7:09 AM -
All DMRs & Copies of Record (CORs)



Enter Permit ID (Click Update)

Manage Search Unscheduled DMRs Import DMRs Update NODI Download N

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form
Check Results

« Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you can request.
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this page.

Permit ID:

Role: Select One v

Note: The Signatory Role will also automatically be given the Permit
Administrator, Edit, and View Roles.

« Access Requests

A summary of the current access requests is presented below.

Permit ID Requested Role Remove Access Request

Mo Permits found



Select Role

«f Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update button to see the roles that you
Repeat this process for each permit you would like to request access to. You can make one or more access requests fn

Only users with the Permittee (signature) rele in CDX can request Signatory roles.

Permit ID: NM0022250 |

| Select One
Select One
View
Edit
Permit Administrator

Role:

Then select “submit” and “confirm” buttons on sequential
webpages



DMR Data Entry




Entering DMRs

» Direct Data Entry

» Import comma delimited file from
spreadsheets

» Edit/Correct DMRs
» Delete DMRs

Detailed instructions are contained in the Permittee/
Data Provider User Guide



DMR/COR Search

(* Permit ID: TNO002968 + | | Update |

) Facility: A Ipdate

Mote: The Update buttons abowve for Permit ID and Facility will update the Permitted Feature and
Discharge =election boxes below.

Permitted Feature: | Al v | Update |

Discharge: | Al v |

Monitoring Period End |:|
Tl L 1 T8 (mmsddiyyyy)

Date Range:

Edited or Submitted | Al v |

By:

Status: Ready for Data Entry Al
NetDMR Validation Errors {Hold down CTRL or Mac
MNetDME Validated command key to
Imported select/deselect multiple)

Signed & Submitted
Submission Errors/Warnings
Completed

COR Confirmation #: |J_ |

[ Search ][ Clear All Fields ]




Manage Search Import DMRs View Download
Accass Requasts All DMRs & CORs Parform Import Parmits 8lank DMR Form
Parmits Check Results Users
Users

4 Sign & Submit Checked DMRs | = Download Checked CORs | 2 Refresh DMR Data | 2 Refine Search | A New Search
4 DMR /COR Search Results

OMRs 1 through 3 of 3
Next Step(s) PermitlD  Eacility Permitted Discharge Discharge m DMROue Status COR Inchude in Include in

Feature Fd Descrption Date Recolved Batch Submit  Batch COR
Date Date Check All N':‘"'--d .
Clear All | —Check A
Clear All
r—j““ DMR «| NMO020355 UNIVERSITY 021 021-Y YEARLY 12/31/0%  01/28/10 Ready
oF REPORTING - for
Go | CALIFORNIA OUTFALL 021 Data
Entry
I__]saaoua ] MNMO028355 UNIVERSITY 021 021-Q QUARTERLY 06/30/09 07/28/09 Ready
oF REPORTING « for
Go | CALIFORNLA 021 Cata
Entry
EGt DMR =] NM0028355 UNIVERSITY 021 021-A COOLING 04/30/09  0%/28/09 Ready
OF TOWER for
Go ' CALIFORNIA BLOWDOWN & Data
OTHER Entry
WASTEWATER
TO
MORTANDAD
CANYON

Click on *go” to open DMR
Webform



Top of DMR Data Entry Screen

Manage Gearch Impart DYMES Wik Davnlaad
Boress Requests Al DMEs & CORS Parform Import Parmits Blark DM& Form
et s Chieck Rosuts Lisors
Lizars
g Clear Parameter Fields | 9 Gaue & Continee 1 ﬁ Rave B Exil | j Sign & Submit | ™ Prst Friendly ¥iem | i GMRSCOR Search Bedults

I Edit DMER
_LCoMapue Heaer |

st

Permit 10k HMOOTAISE *ajor; F

Permittee:; LOS ALAMOS NATIONAL LABORATORY Pormitioe LS ALAMO NATIOMAL LABORATOSY

Address: LS ALAMD, WM BT 5id
Facility; UNIVERSITY OF CALIFOENIA FPacility Location; LOS ALAMD NATIOMAL LARDEATORY 520 ISTH STREET
LOHE ALAPSD:, WM B TS

Permitted 031 - Externad Ouplall Dizcharge: A - QOOLING TOWER BLOWDOWN & OTHER WASTIWATER TO MORTANDAD
Feallipre: CAMNTON

Repor! Fater & Sfwfus

Manfarhg Frof 001,000 ta 08 30,00 DMP Ouie Cakes O/ 3E00

Periad:

Suatuin: ol Savid

Canpiderations for Form Complelion

Principsl Feecutive Wicar

Firat Mamme: I'_|,:|hn Last Maime: |5I'|'||1:|'|




Middle of DMR Data Entry Screen

Firit Mame: [.|l2||'|I'| Last Parmn: hmm

Title: [Plant Managed Telephone: I

S Date Tedicader (S001]

Farm MODT: [ =] EJ

e MO LTy P Qraal iy e el i baebionn & ol ol vl
Lt Lol :5-
Lode o Maeos _I Wakiia 1 Wakas L1 Wakae 1 Wik Wakar 1 Ursils Ll E
e gl I'_g I' :' l " j' I mer =] [or =
3 - EMflaank Graes [ [ L]
Cwpnon O [T ;:f ;::-rnum EI:;:“FIJ wgally L]

SOEES

Flaw, i
[T TE 30T

e o I o I
Foreoital o el m— T

1 = Efflsant dradd

— Fer = [E =

ey Han Fag Mas Hiligs
Ewgpion 0 Ry  Phgieindy Leaily Gallaarp piar Dy EETIRS
i 8 = ey

o S Chiarina,

e (A M3 — 3=

]
1 « Fifleant drore

apm Y

Temecn: O Hag. Erirkankenaaun :::T*::' ‘wganly GEAR
Hambm




Bottom of DMR Data Entry Screen

W Ssve & Contimue | Save & Exil | 3 Sign & Saibamin | | EMRACOR Search Bedualts



NetDMR Validated

» To Sign DMRs — DMR Status must be “DMR Validated”

Status:

COR Confirmation #:

Ready for Data Entry
MetDMR Validation Errors

MetDMR Validated

Imported

Signed & Submitted
Submission Errors/Warnings
Completed

i

| Search H Clear All Fields ]

| Al |
(Hold down CTRL or Mac
command key to

select/deselect multiple)



DMR Sign & Submit

‘U DMR/COR Search Results

ONRs 1 throuch J of )

Noxt Step(s)

Corerect DMR

Peomit 10 Facldy Permilted Discharge
Exature

< L'—_]Go TROCO2968 g:go«- o2 002G
RIDOE
Yi2

gan ova v [Go) TRCCO2968 USOOE- 002 0020

Eda DM

T

CATEGORY
2 OUTFALL

CATIGORY
2 OUTFALL

Sign and Submit DMR

i

047/ 09

Lo/3i/ca

04/30/Cca

* Sign & Subnut Checked DMRs | ¥ Download Checked CORs | ™ Refresh DMR Dato | " Refine Search | L New Search

QMR Ove Sletus COR Inclode Include
Raln ...u '..,... Bateh ¢
ik E
03/:309 Completed 12/23/0 0
A322008
13/:53)08 Ready for
Dats [ntry
o5/:508] Netomr 0
Valdated [‘\ﬁ




DMR Errors

Edit Check Errors

Code Name Monitoring
Location

Field

Principal Executive

Officer

Type Description

Hard Principal Executive Officer data can not entered unless data are entered for at
least one parameter.

Acknowledge

Comments

Attachments

| Add Attachment
Mo results.

Report Last Saved By
User:

MName:

E-Mail:

Date/Time: 04/16/09 4:04 EDT

9 Save & Continue | @ Save & Exit | # Sign & Submit | % DMR/COR Search Results



DMR Errors

Parameter NOD X Quantty or Loading Quality or Concentraton # of Freq. of Smpl.
List I Ex. Analysis Type
LCode - Mame Walue 1 Yalue 2 Units Value 1 Value 2 Value I Units List Lizt

S0050 Flow,. in
conduit ar

h = = = p -
thru =i = | Maalid =1 | [eoms =1 [ =]

treatrment Smpl. .
plamt 1.25 FEE] List |

1 - Effluent Gross

Millian
Sesson: O Req. Reg Mon 30 Regq Man 7 Sallans per Continuous  TOTALZ
Day Average Day Average Cay

MDD -
Appwll - woor [ = [ =

‘ Chlarine,
- tchtail | — Iﬁ'—'gﬂ— =
S00&0 residua = s
smpl. Ees —— Listl | o101 - |=r =]

A - Disinfection,
Pracess Complete

<= 11
Seaszaon: 0O Req. Instantan=sous
Maxirmum

MODI: I I
Appl_l,ll NODI I YI

Edit Check Errors

Micrograms .
Py Lier Craily SGRAR

Acknowledge

Code Manwe Monitoring Location Field Type Descrption

SO0&s0 Zhlarine, total Disinfaection, Pracess Quslity or Concentration Hard value fields rnay contain numbers and special
residual Cormplets Sarmple VYalue 2 characters "." , "-", "+" and "," only

Comments

» Indicated on DMR with pink hue and exclamation mark



DMR Errors

Edit Check Errors

Code Name

00400 pH

00400 pH

00310 BOD, S-day, 20
deq, C

00310 BOD, S-day, 20
deg.

00310 BOD, S-day, 20
deq, C

00530 Solids, total
suspended

00530  Salids, total
suzpended

Monitorng
Location

Effluent Gross

Effluent Gross

Effluent Gross

Effluent Gross

Effluent Gross

Effluent Gross

Effluent Gross

Field

Quality or Concentration
Sample Value 1

Quality or Concentration
Sample Value 2

Quality or Concentration
Sample Value 2

Quality or Concentration
Sample Value 3

Excursion

Quality or Concentration
Sample Value 2

Excursion

Type

Hard

Hard

Soft

Soft

Soft

Soft

Soft

Description

A zample value and HODI zeledion cannot be provided for the
same value, Either delete the value(s) or reset the NODI ta
blank.

A zample value and HODI zeledion cannot be provided for the
zarme value, Either delete the value(s) or reset the NCDI to
blank,

The provided sample value is outzide the permit limit,

The provided zample value is outside the permit limit,

The nurnber of excursions should be greater than zero,

The provided zample value is outside the permit limit,

The nurnber of excursions should be greater than zero,

Hard Error — Must be resolved before signing DMR

Acknowledge

= O O 43O 4

Soft Error — Must be ‘Acknowledged’ (or resolved) before signing DMR



Sign DMRs

NetOMR

Manage Search Import DMRs View Download
Access Requests All DMEs & CORs Perform Import Permits Blank DMR Form
Permits Check Results Users

sers

quSearch: All DMRs & CORs DMRs Ready to Submit gPermit ID Users

DMRs Ready to Submit

Select an option below to view a list of DMR.s ready to sign and submit {i.e., in "MetDMR. Validated" st:

All DMRs Search |

GMG290123

DMRs for Permit ID

Search |

DMRs for Facility [SENECA RESOURCES CORFORATION v _ Search |




Downloading

» Copy of Record (COR)

» Blank DMRs

Detailed instructions are contained in the Permittee/
Data Provider User Guide



Import DMRs




Import DMR Documentation

36

» NetDMR Permittee and Data Provider User
Guide

vV v v Vv

Import DMRs, Section 5.2.2
Import DMR File Format, Appendix B
Import DMR File Specifications, Appendix C

For further information regarding importing DMRs
contact Rl DEM.



Resources




Where do | find out more about

NetDMR? (https://netdmr.zendesk.com)

Network Discharge
Monitoring Report

NetDMR NetDMR Support Portal

Search Knowledgebase: [ Q

Welcome to the NetDMR (Network Discharge Monitoring Report) Support Portal. Stay updated with news,
announcements, training info; search the Knowledgebase for information; and share your ideas and
questions with us and the NetDMR community.

Login to NetDMR

® ¢
@«

|,

Assist MAINTAIN LEARN ANNOUNCEMENTS
New Users Password Management Training Announcement Page
CDX Migration Clearing Browser Cache CROMERR Information Training Schedules

User Guides & Templates NetDMR Job Schedule Community Forum Calendar



NetDMR User Guide

Login to NetDMR

® ¢
«P

|,

AssisT MAINTAIN LEARN ANNOUNCEMENTS
New Users Password Management Training Announcement Page
CDX Migration Clearing Browser Cache CROMERR Information Training Schedules
C User Guides & Templates) NetDMR Job Schedule Community Forum Calendar
NetDMR Contacts ICIS Data Access Glossary

FAQ



Training Announcements

Login to NetDMR

AssisT

New Users

CDX Migration

User Guides & Templates
NetDMR Contacts

FAQ

MAINTAIN
Password Management
Clearing Browser Cache
MetDMR Job Schedule

ICIS Data Access

LEARN ANNOUNCEMENTS
Training Announcement Page
CROMERR Information C Training Schedules )
Community Forum Calendar
Glossary



Training Materials and Online

Training Modules

Login to NetDMR

ape -

Assist MAINTAIN LEARN ANNOUNCEMENTS
New Users Password Management CTraining ) Announcement Page
CDX Migration Clearing Browser Cache CROMERR Information Training Schedules
User Guides & Templates NetDMR Job Schedule Community Forum Calendar
NetDMR Contacts ICIS Data Access Glossary

FAQ



Regulatory Contacts

Login to NetDMR

® ¢
P

l,,

Assist MAINTAIN LEARN ANNOUNCEMENTS
Mew Users Password Management Training Announcement Page
CDX Migration Clearing Browser Cache CROMERR Information Training Schedules
User Guides & Templates NetDMR Job Schedule Community Forum Calendar
C NetDMR Contacts ) ICIS Data Access Glossary

FAQ



Regulatory Contacts

EPA Region or State
{click on links below for more regional NetDMR information)

NetDMR Lead Contacts

EPA Region 01 - New Hampshire and Massachusetis

Meil Handler (R1.NetDMRi@epa.gov), 617-918-1334 (&

EPA Region 02 - NY - PR - 5R

MNestor Louis (Louis. Nestori@epa.gov)

EPA Region 03 - DC

Mancy Ford (ford.nancy@epa.qov), 215-814-5436 (&

EPA Region 04

David M. Apanian (apanian.davidi@epa.qov), 404-562-8477 (&

EPA Region 06 - AR - GM - LA - NM - TX

Helen Nguyen (nguyen.helen@epa.qov)

EPA Region 03 - CO - MT - ND - S0 - UT - WY

John Mackey (mackey.johni@epa.gov), 303-312-6056 (&

EPA Region 09 - CA - GU - NN

Sandra Chew (chew sandra@epa.gov), 415-972-3335(%

EFPA Region 10 - Alaska - ID - Oregon - Washington

Sharon Eng (R10NetDMR@epa.qgov), 206-553-0705 ¢

Arkansas David Ramsey (ramsey@adeq.state ar.us), 501-682-06151%
Colorado NetDMR Help Team (COPHE WQNetDMRHelpi@state co.us), 303-691-4046 (&
Connecticut Suzette Flecha (suzette flecha@ct.gov), 560-424-3509 (&




Customer Service

» CDX - For User Account & Password Issues

> Collll 888-890-1995 (toll-free) or (970) 494-5500 for International
callers

» helpdesk@epacdx.net

» Hours of operation - Monday thru Friday, 8 am — 6 pm Eastern
» NetDMR - For RI DEM NetDMR support
» Training

» Aaron Mello 401-222-4700x7405
aaron.mello@dem.ri.gov

» NefDMR Account

» Crystal Charbonneau 401-222-4700x7221
crystal.charbonneau@dem.ri.gov
» NetDMR HelpDesk 1-877-227-8965

npdesereportiing@epa.gov



mailto:helpdesk@epacdx.net
mailto:aaron.mello@dem.ri.gov
mailto:crystal.charbonneau@dem.ri.gov
mailto:npdesereporting@epa.gov

