
NetDMR  Permittee and 

Data Provider Training

This training can also be found at 

https://netdmr.zendesk.com/hc/

en-us/articles/115003002346



Agenda

 Introduction to NetDMR

 Demonstrations

 Create CDX Account – Permittee (signature)

 Request Access – Signatory

 My Account

 Enter DMR Data

 Import Data

 View COR

 Wrap and  Questions
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Creating a new Central Data 

Exchange (CDX) Account
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Create a New CDX Account 

 Go to NetDMR website 

(https://netdmr.zendesk.

com) Click Login to 

NetDMR button

 Login screen appears

 Click on create a new 

account.
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https://netdmr.zendesk.com/


Selecting Instance and Role

 All * fields are required

 Select State Agency or EPA 
Region (aka Instance Name) 
and User Type

 Regulatory Agency where 
your DMRs are sent

 Choose your Instance from 
the pull down menu

 (NetDMR-RI: NetDMR:  
Rhode Island Department of 
Environmental Mgmt.)
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Select Instance 

 Select  your Regulatory 

Authority (RI DEM)

 For example:

 Rhode Island – DMRs are 

sent to state agency

 Choose Rhode Island 

Department of 

Environmental Mgmt

 Note:  For Data Providers 

with permits in multiple 
States, you must select 

each State Instance.
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Select User Type

 Select User Type 

 Permittee (signature)

 Permittee (no 

signature)

 Data Provider

 Press NEXT to continue 
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CDX User Types

Term Who Available 

NetDMR Roles

Definition

Data Provider 

Lab, 

Contractor, or 

3rd Party 

Affiliate

Edit, View

Allowed to view, enter and import 

DMRs into NetDMR and edit CORs but 

they cannot sign and submit forms. 

Permittee 

(signature)

If you work for 

the company 

AND will 

Sign/Submit 

DMRs

Signatory, Permit 

Administrator, Edit,

View

A person authorized to sign, view, edit 

and submit DMRs for a specific permit. 

Will also be able to approve roles for 

other users within NetDMR.

Permittee (no 

signature) 

If you work for 

the company 

but will NOT 

Sign/Submit 

DMRs

Permit 

Administrator, Edit, 

View

Can view, enter and upload DMRs 

into NetDMR, edit CORs, and approve 

roles for other users within NetDMR. 

Internal User

This is for 

State/EPA 

Agency 

personnel only

Internal

Administrator

A Regulatory Authority staff member 

with a NetDMR account.
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Personal Information 

 Fill out required information

 All boxes with asterisks *

 For Permittee 

(signature), ensure First 

& Last Names are your 

legal names (e.g. 

Robert, not Bob)

 Click NEXT when done.
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Create a User ID and Password

 Create User id 

& Password

 Choose 3 

Security 

questions, and 

enter an 

answer

 Case Sensitive

 Agree to the 

Terms and 

Conditions

10



Signatory Accounts

 If requesting the CDX role of Permittee 

(signature)

 Required to answer 5 additional questions 

for digitally signing documents

 Electronic Signature Agreement (ESA) or 

Paper ESA is required

11



Electronic Signature Setup –

Permittee (signature) Only

 Select 5 security 

questions from 

the drop down 

list.

 Enter an answer 

for each question 

selected.

 Remember your 

answers!  
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Organizational Information 

 Search for your 
organization.

 Organization name 
and State are 
required, other 
search fields are 
optional

 This is the 
organization you 
work for (your 
employer)
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Scenario 1:  Select Organization

 Click on the Organization Id link to choose your 

facility
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Organization 

 Confirm your Organization
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Scenario 2:  Add Organization

 Organization 

unavailable

 “Request that 

we add your 

organization”
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Add Organization – Continued

 Fill out the required 
information for your 
organization

 Noted with  *

 Click “Submit Request 
for Access”
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Add Organization - Continued

 Select your   

Organization

 Enter your 

phone number
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Creating an Account cont. 

Contact Information 

 Enter required fields.

 Click SEND VERIFICATION 

CODE. 

 A green pop-up note will 

appear on screen informing 

an email was sent to this 

email.

 You will receive an email 

from CDX support with a 

Verification Code within a 

few minutes. 
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Email Verification 20



Contact Information/ 

Registration

 After clicking SEND 

VERIFICATION CODE a 

verification box will 

appear

 Enter Verification 

Code

 You can COPY & 

PASTE code from 

email directly into 

box.

 Click Register 
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Organization Registration 

Completed 

➢ After clicking on REGISTER, this pop-up will 

appear confirming completion.

➢ Click CONTINUE  

22



Registration Process

 At this stage, Permittee (no signature) 

and Data Providers are finished and now 

have access to NetDMR

 Permittee (signature) must continue with 

Identity Proofing
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“Permittee (signature)” 

Additional Requirements

 Permittee (signature) will need to 

continue as additional information is 

required

 Identify Proofing

 Electronic Signature Agreement  

(ESA)

 Paper ESA option

 Log into CDX
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“Permittee (signature)”

Identity Proofing

 Enter required fields 

with an asterisk

 Agree Electronic 

Signature Agreement 

(ESA)

 Verify and Sign

 Paper option available

 Click on white tab for 

paper
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“Permittee (signature)”

Identity Proofing

 If LexisNexis is unable to verify your identity –

Must Submit Paper ESA
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MyCDX

 This is the landing page 

when logging into 

NetDMR

 Clicking on your ROLE

will take you to NetDMR

 This link will be inactive 

(not clickable) if you 

have not been 

approved
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NetDMR

 Click on ‘Continue to 

NetDMR’ to continue.

 Will need to continue 

by Requesting Access 

to specific NPDES ID(s) 

within NetDMR. 
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NetDMR
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CDX
Access & Authentication

NeT

NetDMR SSTS

LEAD
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Web-based application that will allow NPDES 

permittees to submit DMRs electronically to EPA’s 

Integrated Compliance Information System (ICIS)

Hosted on Central Data Exchange (CDX) servers

Provides separate customizable “NetDMR 

Program Services”

31What is the National Installation 

of NetDMR?



 Permittees

Permittee (signature) – Should be the first person 
to request NetDMR access for your facility.

Permittee (no signature)

 Data Providers (Contractors and Labs)

 Internal Users (EPA & State Regulatory Authority)
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Types of Users



 Permit Administrator

 User Type – Permittee (signature) OR Permittee (no signature)

 Signatory

 User Type – MUST be Permittee (signature)

 Edit

 User Type – Permittee (signature), Permittee (no signature), 
Data Provider

 View

 User Type - Permittee (signature), Permittee (no signature), 
Data Provider

 Internal Administrator

 User Type – Internal User

33
Types of NetDMR Roles 



 You will be able to:

 Sign and submit the Subscriber Agreement

 View, edit, import, sign and delete DMRs

 Submit corrected DMRs – generate CORs

 Initiate the repudiation of unauthorized DMRs 

Note:  With 1st Signatory role automatically get Permit Administrator role

34Signatory Role

(Permittee (signature) User)



 Signatory role

 Guidance
 See Appendix L,  NetDMR 

User Guide

 40 CFR 122.22
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Who is authorized to Sign DMRs?

RIPDES Regulations 

RULE 12



 Read and refer to the Permittee and Data Provider 

User Guide on NetDMR Zendesk

 Consult with your Regulatory Authority (RA) (RI DEM)

 Access NetDMR website for additional information, 

frequently asked questions

 NetDMR Test site is available for your use once training 

is completed (Not Required)

 RI prefers new Users to attend a State training.

36
Preparing for NetDMR



 Initial Signatory request from your facility

 Will have Signatory and Permit Administrator roles automatically

 Determine who will be your initial Signatory with Permit Administrator 
role

 This person should log on first

 Others at your company can apply for one or more roles

 Signatory, Permit Administrator role, Edit, or View role

 (After Initial Signatory is approved)

 Permit Administrators can grant access for anyone with Permit 
Administrator, Edit or View roles

 Signatory role

 “Signatory” role can only be granted by the Regulatory Authority 
(RA)

 Signed (electronic or paper) Subscriber Agreement must be 
received by RA

 Important to print out the Agreement in production

 www.epa.gov/netdmr
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First Permit ID Request



NetDMR

Some of the Basics
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39
Header Options



Tabs

Several Options

(depending on your User Type and Roles)
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Manage Access Requests 41



 Permits

 Copy of Records (COR)

 List of Users

 DMRs to edit, correct or delete

 DMRs Ready to submit

Detailed instructions are contained in the Permittee/ 

Data Provider User Guide
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DMR Search & Status 43



RO or DAR? (Signatories Only)

 Are you a Responsible Official (RO) or a Duly Authorized 

Representative (DAR)?

 Responsible Officials are authorized to sign and submit DMRs 

themselves (in accordance with 40 CFR 122.22/RIPDES Rule 12)

 Duly Authorized Representatives are authorized to sign and 

submit DMRs on behalf of a Responsible Official

 When Requesting Access as a Signatory, DARs will need to 

enter the Responsible Official Information to complete the 

Subscriber Agreement

 See other training material for more information about ROs & 

DARs
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Request Access

(Responsible Official)
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Prerequisites
46

 User must be User Type: Permittee (signature)

 Signatory must be first person to request access to a 

Permit ID

 First Signatory is also assigned Permit Administrative 

Rights

 Permit Admins can approve/deny access requests 
(other than Signatory) for their facility

 Regulatory Authority must approve all Signatory 
requests



Request Access 
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Enter Permit ID (Click Update) 48



Select Signatory Role 49



Submit Request
50



Confirm Request
51



Select Radio Button for 

Responsible Official

52

If you are the 

Responsible 

Official



Paper or Electronic
53

RIPDES recommends paper so that your RO does NOT need to 

make a CDX account



Paper Subscriber Agreement

 Print, sign, and mail the Subscriber 

Agreement to your respective 

Regulatory Authority (RA)

 RA accesses NetDMR to approve/deny 

request

 Paper process can take several weeks 

to complete
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Request Access

(Duly Authorized Representatives)
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Prerequisites 56

 User must be User Type: Permittee (signature)

 DAR MUST first consult with Responsible Official (RO) to determine 
if RO will sign Subscriber Agreement via electronic process or 
paper process

 If RO will sign electronically, RO will be required to create a CDX 
account

 If RO does not want to create a CDX account, RO must sign 
paper Subscriber Agreement, which forces the DAR to submit 
paper Subscriber Agreement (DEM preferred method)

 Signatory must be first person to request access to a Permit ID

 First Signatory is also assigned Permit Administrative Rights

 Permit Admins can approve/deny access requests (other than 
Signatory) for their facility

 Regulatory Authority must approve all Signatory requests



Request Access 
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Enter Permit ID (Click Update) 58



Select Signatory Role
59



Submit Request
60



Confirm Request
61



Enter Responsible Official 

Information

62

Select if you are the Duly 

Authorized 

Representative



Paper or Electronic
63

 Remember, this determination is made in consultation with your RO

 If RO requires paper, DAR must choose Sign via Paper

 If RO requires electronic, DAR must choose Sign Electronically



Paper Subscriber Agreement

 Print, sign, and route the Subscriber Agreement 

to your respective Responsible Official (RO)

 RO then needs to sign and mail the Subscriber 

Agreement to the respective Regulatory 

Authority for final approval

 Paper process can take several weeks to 

complete
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Approval

 Once the Responsible Official (RO) has signed, 

the paper Subscriber Agreement is routed to 

the DEM

 Once the DEM official has approved the 

Subscriber Agreement, the DAR can sign and 

submit DMRs
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Requesting Access

(For Permit Administrator, Edit, 

or View Roles)
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Prerequisite 67

 Users can be any User Type: Permittee (signature), 

Permittee (no signature) or Data Provider

 The Signatory must be first person to request access to 

a Permit ID

 First Signatory is also assigned Permit Administrative 

Rights

 Permit Admins can approve/deny access requests 
(other than Signatory) for their facility

 Regulatory Authority must approve all Signatory requests



Request Access 
68



Enter Permit ID (Click Update) 69



Select Role 70

Then select “submit” and “confirm” buttons on sequential 

webpages



DMR Data Entry
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 Direct Data Entry

 Import comma delimited file from 

spreadsheets

 Edit/Correct DMRs

 Delete DMRs

Detailed instructions are contained in the Permittee/ 

Data Provider User Guide

72Entering DMRs



DMR/COR Search 73



74

Click on “go” to open DMR 

Webform



75
Top of DMR Data Entry Screen



76
Middle of DMR Data Entry Screen



77
Bottom of DMR Data Entry Screen



 To Sign DMRs – DMR Status must be “DMR Validated”
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NetDMR Validated



DMR Sign & Submit

Sign and Submit DMR
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DMR Errors 80



DMR Errors

 Indicated on DMR with pink hue and exclamation mark
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DMR Errors 82

 Hard Error – Must be resolved before signing DMR

 Soft Error – Must be ‘Acknowledged’ (or resolved) before signing DMR



Sign DMRs 83



 Copy of Record (COR)

 Blank DMRs

Detailed instructions are contained in the Permittee/ 

Data Provider User Guide
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Downloading



Import DMRs
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Import DMR Documentation

 NetDMR Permittee and Data Provider User 

Guide

 Import DMRs, Section 5.2.2

 Import DMR File Format, Appendix B

 Import DMR File Specifications, Appendix C

 For further information regarding importing DMRs 

contact RI DEM.
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Resources
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Where do I find out more about 

NetDMR? (https://netdmr.zendesk.com)
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NetDMR User Guide
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Training Announcements
90



Training Materials and Online 

Training Modules
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Regulatory Contacts
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Regulatory Contacts
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Customer Service

 CDX – For User Account & Password Issues

 Call 888-890-1995 (toll-free) or (970) 494-5500 for International 
callers

 helpdesk@epacdx.net

 Hours of operation - Monday thru Friday, 8 am – 6 pm Eastern

 NetDMR - For RI DEM NetDMR support 

 Training

 Aaron Mello 401-222-4700x7405
aaron.mello@dem.ri.gov

 NetDMR Account

 Crystal Charbonneau 401-222-4700x7221
crystal.charbonneau@dem.ri.gov

 NetDMR HelpDesk 1-877-227-8965
npdesereporting@epa.gov
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